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WHAT IS DOXXING?

Doxxing is when someone shares your personal
information online to harass, threaten, or harm
you. This can include your name, address,
phone number, email, workplace, or even photos
—without your permission. This can open you
up to a wide range of harms.

SOME EXAMPLES OF THE HARM THIS
MAY CAUSE:

- Harassment or stalking

- Threats to your or your loved one's safety
- Identity theft or financial fraud

- Public shaming or embarrassment

- Emotional and psychological harm

HOW DOES DOXXING HAPPEN?

Doxxing usually happens online—on social
media, forums, or websites. It can involve:

- Posting your contact details, workplace or
school details

- Sharing your photo or location

- Encouraging others to harass you

IS DOXXING ILLEGAL?

Yes. Under Australian Federal law:

- Using electronic communication to share
someone’s personal data in a threatening or
harassing way is a crime.

- If the doxxing targets someone because of
their race, religion, gender, sexuality, disability,
or background, the penalties are even more
serious.

WHAT ARE THE PENALTIES

- Up to 6 years in prison for general doxxing
- Up to 7 years if it targets someone from a
protected group.

Location
50- 52 Darlinghurst Road
Kings Cross NSW 2011

WHAT CAN I DO IF I'VE BEEN

DOXXED?

In addition to reporting it to NSW Police
and/or the eSafety Commissioner, as of 10
June 2025, you can also take civil legal action
if someone:

- Intrudes on your private life (e.g. spying,
recording you);

- Misuses your personal information (e.g.
sharing private details);

in circumstances where you had a
‘reasonable expectation’ of privacy.

You must act within 1year of discovering the
breach (or within 3 years of when it
happened).

WHAT STEPS SHOULD | TAKE?

1. Report it to NSW police or the eSafety
Commissioner;

2. Get legal advice—a lawyer can explain your
rights;

3. Contact the Inner City Legal Centre for free
legal help: 02 9332 1966; iclc@iclc.org.au.

HOW TO PROTECT YOUR PRIVACY
ONLINE.

To reduce the risk of being doxxed, take
steps to protect your personal information
online. Use strong privacy settings on social
media and avoid sharing sensitive details
publicly. Consider using aliases or separate
accounts for different purposes. If you
believe your data has been exposed, act
quickly to secure your accounts and seek
support.

Email
iclc@iclc.org.au

Website
https://iclc.org.au

This information is current to 20 JUNE 2025 and reflects the law as it applies in the State of New South Wales, Australia. It is general information and is no
substitute for legal advice tailored to your particular circumstances.



